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1 Basic Cryptography

1.1 91 $8n11w ciphertext s lu/ilwes Rail Fence Cipher ssnsasialiiihu Plaintext
TAESW CNURD CMIAI OQEE (5 asuuw)

1.2 luszvusviauuy VIGENERE v encipher doanu plaintext BOYHAS Taol4 key
Ao VIG W14 dennw ciphertext (15 azuuu)

2 RSA Public Key Cryptography

2.1 nanmslumsheanluszuy RSA Public Key Cryptography 9zdeadi conditions awdle
ozlsthe (5 nzuun)
2.2 Tuszuu RSA cryptosystem fifn=77
fimsAndesznina Alice fu Bob Tasfi
Public Key vo1 Alice = 17
Private Key voa Alice = 53 (Jian1z Alice auidun)
Public Key v0aBob = 37
Private Key v0aBob = 13 (Jiaw1z Bob awde)
Tussuwil plaintext usazanysgnunumAIBANaYsTTHIN 00 (Ae A) uaz 25(Re Z) uae 26
UL FBIIN
2.2.1 & Bob fesmsdsdoyaii Confidential 1l Alice ifudasnusdrh HELLO 4
plaintext szlduilu 07 04 11 11 14 Aeadswar iy ciphertext og'ls (Wisududes

fumesn) (7 azuuu)



2.2.2 Alice 185v ciphertext uda szavaswanihu Plaintext 86135 (3 Azumu)

223 & Alice desmsdadoyaii Confidential uoz Authenticate(ifenanside
anugndsan Alice) Tl Bob iffugsansdrir HELLO 3 plaintext szfisniiu 07
04 11 11 14 deadswaedials (lusuiludesfnnumesnu) (7 azuuw)

2.2.4 Bob 1850 ciphertext ud2 szooasianiiu Plaintext a¢1als azez Authenticate

a6191591 message wan Alice (3 azuu)

3 Authentication

3.1 Information #vzdesldiield entity meusnaunsotudu identity vosnuealunszuiums
Authentication innunaslvulathe (10 asuuu)

3.2 ¥hearsznouunsszuy Authentication System flozlsth WefuneTasundredaluszuu
1% Password (10 azuwuu)
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3.3 msSuilern ms attack Aaensim1 Authentication Functions lugiluuuae lilfivedn’ls

backoff
disconnection
disabling
jailing

(10 azuuw)

4 Confidentiality Policy

4.1 o5uwlnssadiugiuves Bell-LaPadula model Tumsuaszduduves Security Policy
Tuidves Security Classification uaz Security Clearance sadaogralviiuda. (10 azuum)

4.2 msti categories 191111u Bell-LaPadula model finansenuadie’ls (5 azuun)
5. Chinese Wall Model Hybrid Policy

5.1 Company Dataset (CD) uaz Conflict of Interest (COI) class anfusgnls (5
AZUU)

5.2 Sanitized Object fivaz'ls (5 azuun)

5.3 1u Simple Security Condition &1 Subject S 3z61u Object O ‘14 Avadi doustos i
(10 azuuu)

5.4 lu Star Property #1 Subject S sz’ l1lfi Object O dpafidoudoslstha (5 asimin)

5.5 wﬁnmsﬁ”ugmmm Bell-LaPadula uaz Chinese Wall Model anfiuadnls (5 azuuu)
6 Integrity Policy

6.1 Lipner requirement ¥1dovea Integrity Policy fiosl5tha (10 azuuw)
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6.2 o3uevdnmsvessyuy luszdu operation Nnlu Integrity Fauilumasn Lipner

requirement Tuiadedadeluil

-Separation of Duty

-Separation of function

-Auditing

(10 nzuuw)

6.3 lu Clark Wilson Integrity Model s195u1s Entity a0l neuunmethalunsdltgslu

FUIAT

-Constrained Data Item (CDI)
-Unconstrained Data Item (UDI)
-Integrity Verification Procedure (IVP)
-Transformation Procedure (TP)

(10 azuuw)
6.4 Certification Rules dlunginaisiiiosnnsmousndessusesmsyauinie Integrity
Model fivhdeiios 15the (10 azuuu)
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6.5 Enforcement Rule dunginaainelussnnsideal fiaanniel¥ Clark Wilson Model §i

adeilozlsths (10 Azuum)
7 Clinical Information Systems Security Policy (CISSP)

7.1 ndnmsisidsdeya medical records vesszuu Clinical Information Systems Security
Policy (CISSP) ddefiozlsthe sseB1e (10 azui)

7.2 vwvfuiendnnis 14 medical records ¥oeszuy Clinical Information Systems
Security Policy (CISSP) yuuednia fail Policy (CISSP)

Creation Principle

Deletion Principle

Confinement Principle

Aggregation Principle

Enforcement Principle (10 azuuu)

8.9s05omdnmse Wilvesmsssnuuszan security Surulussunneuiuned (10 Azuuw)
nanmsveileast Privilege
nanmsvedFailsafe Defaults
nanmsves Economy of Mechanism
nanmsves Complete Mediation

nanmsves Separation of Privilege
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