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1 Basic Cryptography .

1.191n deanu ciphertext asliiives Rail Fence Cipher wweasialdiilu Plaintext
AEUEO PTRYT MSCRC MUESS E (5 azuuu)

1.2dwsuszuulntrusion Detection System

1.2.1 Tuniveamsasaoumsihnmves fyngnduniuszuvnewiuaed ud ssuvaivhaung
Tuudves USETS way processes wingudnvazamdoozlsths (5 azuuu)

1.2.2 namuiaifalszasdddssmsves Intrusion Detection System(IDS) ez lsths
wete (5 azuuu)

1.2.3 eSuwmsthamiaeuzluuuves Anomaly Modeling iite Intrusion Detection
fAp

-uyuThreshold metric

-upy Statistical moment

-uuy Markov Model ( 10 azuuu)

1.2.4 eFuiemsiiaves Misuse-based Modeling site Intrusion Detection

(5 azuuw)

2 Identity

2.1 Level of trust of signature fields of PGP certificates #uhfu user name
uaz public key Mdszauilarifuetelsluives trustworthiness.

-Generic certification

-Persona certification

-Casual certification

-Positive certification (5 azuuu)



2.2Cookies T13ieimihiiedalsiteszy Identity (5 azuuu)

2.3 nfvuileumsien ves ms lssydmu(Anonymizer) T hlsudidednnsetind awuuy
ao il Ao
Pseudonymous remailer

Cypherpunk(type 1) remailer
waz Mixmaster Remailer(Type 2) viamdwsusdnls (15 azuun)

3. Assurance
3.1 efueanuvuisves
-Trustworthy
-Trust
-Security Assurance (5 nzuun)

3.2 iumasivesilymitidifadym vesszuunenamesdesihlgilymisomnuduman
vosnnuiunslaeads (Security Failures) fiez'lsthe (10 azuun)

3.3.e5uw lifecycle assurance vondnsuai fio

-Policy assurance

-Design assurance

-Implementation assurance

-Operational assurance ( 10 azuun)

3.4 ssetnsdouanaeszning

3.4.1Reference Monitor uaz Reference Validation Mechanism(RVM) (5
AZIUU)

3.4.2 Security Kernel uaz Trusted Computing Base(TCB) (5 azuuu)

4. Evaluating Systems.

4.1%0Fuw Trusted Computer System Evaluation Criteria(TCSEC)
functional requirements

-Discretionary Access Control(DAC) requirements

-Mandatory Access Control(MAC) requirements

-Label requirements

-Audit requirements

-Trusted Path requirements ( 10 azuuu)

4.2 81w nsduun idusuves Trusted Computers vos TCSEC
TCSEC Class Al(Verified Protection)

TCSEC class B3 (Security Domains)

TCSEC Class B2(Structured Protection)( 10 aguuw)



4.3 o511 Security Level 4 vos FIPS 140-2 (5 azuuu)

4.4 o3uwvhszauves Capability Maturity Levels vesszuu System Security
Engineering-Capability Maturity Model( SSE-CMM) #ssiolaii
-Performed Informally

-Planned and Tracked

-Well-defined

-Quantitatively Controlled
-Continuously Improving ( 10 azuuu)

5. Vulnera‘ty)ility .
5.1vefueddunouneluliives Flaw Hypothesis Methodology

-Information Gathering

-Flaw Hypothesis

-Flaw Testing

-Flaw Generalization

( 10 azuun)

5.2 iy Diagram uaas NRL Taxonomy : Flaw by Genesis Tasuaaunwizludau

ity Intentional (10 azuuu )

6.luszupAuditing

6.lefvwesrilsznouves Auditing System

-Logger

-Analyzer

-Notifier ( 5 azuuu)

6.2 wesmwmsihemves State-based auditing mechanism uaz Transition-
based auditing mechanism ( 10 azuuw)

6.3 suBouiinudoadeidevoamstamves Audit Browsing Techniques &'l

-Relational database browsing

-Replay

-Graphing

-Slicing ( 10 azuuu)

6.4 vpTwemsihenves assgluuuves Pseudonymizing sanitizer (5 azuuu)



