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<SOAP-ENV:Header>
<ds:Signature>
<ds:SignedInfo>
<ds:CanonicalizationMethod
Algorithm="http://www.w3.0org/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference URI="#GetSpecialDiscountedBookingForPartners">
<ds:Transforms>
<ds:Transform
Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>
BIUddkjKKo2...
</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>
</ds:SignatureValue>
<ds:Keylnfo>
</ds:Keylnfo>
</ds:Signature>

</SOAP-ENV:Header>
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3.2. 910 XML listing Y93 SOAP message ﬁﬁmuﬂ 23951183 19 Web Services Security
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<?xml version="1.0" encoding="utf-8" 7>
<SOAP:Envelope
xmins:SOAP="http://www.w3.0rg/2001/12/soap-envelope"
xmlns:wsse="http://schemas.xmlsoap.org/ws/2002/xx/secext"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<SOAP:Header>
<wsse:Security>
<wsse:BinarySecurityToken
ValueType="wsse:X509v3"
EncodingType="wsse:Base64Binary"
wsu:Id="MyTourOperatorCertificate™>
LKSAJDFLKASIDIkjlkj243kj;1kjLK]J...
</wsse:BinarySecurityToken>

<ds:Signature>



<ds:SignedInfo>
<ds:CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/10/xml -exc-c14n# "/>
<ds:SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference URI="#myDiscountRequestBody">
<ds:Transforms>
<ds:Transform
Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>BSDFHJYK21f...</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>
GKLKAJFLASKIJS52kjKIKLI345KKK]...
</ds:SignatureValue>
<ds:KeyInfo>
<wsse:SecurityTokenReference>
<wsse:Reference URI="#MyTourOperatorCertificate"/>
</wsse:SecurityTokenReference>
</ds:Keylnfo>
</ds:Signature>
</wsse:Security>
</SOAP:Header>
<SOAP-ENV:Body>
<s:GetSpecialDiscountedBookingForPartners
xmlns:s="http://www.MyHotel.com/partnerservice/”
ID="myDiscountRequestBody">
<!--Parameters passed with the method call-->

</s:GetSpecialDiscountedBookingForPartners>



</SOAP-ENV:Body>

</SOAP-ENV :Envelope>
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4.2 970 XML listing 711%11 9395119M13%11971 493 SAML assertion Tnodi Tandilszneviie
The tour operator application requests an assertion from the marketplace (a SAML authority).
The tour operator is a requester application and the subject of the assertion as well. After getting
the assertion from the marketplace, the tour operator wraps the assertion in a WSS message and
send the WSS message to the hotel application. The hotel relies on the assertion to decide

whether to allow the tour operator the special discount or not. ( 6 AZLUY)

<?xml version="1.0" encoding="utf-8"?7>
<Assertion
xmlns="urn:oasis:names:tc:SAML:1.0:assertion"

xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"



MajorVersion="1"

MinorVersion="0"

AssertionID=""http://www.myEMarketPlace.com/AuthenticationService/SAMLAssertions/786”
Issuer="http://www.myEMarketPlace.com”
Issuelnstant="2003-03-11T02:00:00.173Z">
<Conditions

NotBefore="2003-03-11T02:00:00.173Z2”
NotOnOrA fter="2003-03-12T02:00:00.1732"/>
<AuthenticationStatement
AuthenticationMethod="urn:ietf:rfc:3075”
AuthenticationInstant="2003-03-11T02:00:00.1732>
<Subject>
<Nameldentifier
NameQualifier="http://www.myEMarketPlace.com”™>
MyTourOperator
</Nameldentifier>
<SubjectConfirmation>
<ConfirmationMethod>
urn:oasis:names:tc:SAML:1.0:cm:holder-of-key
</ConfirmationMethod>
<ds:KeyInfo>
<ds:KeyName>MyTourOperatorKey</ds:KeyName>
<ds:KeyValue> ... </ds:KeyValue>
</ds:KeyInfo>
</SubjectConfirmation>
</Subject>
</AuthenticationStatement>
<ds:Signature>...</ds:Signature>

</Assertion>
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