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Question 1 Business context and Common security architecture and Single sign-on
technologies (16 marks)

Question 1.1 Using the given figure, explain risk reduction

Risk Lavel

Security Policy




Policies

implement

Question 1.2 Using the given figure, explain the five steps in defining your IT security

Question 1.3  Using the given figure, explain Single sign-on technologies: Three-tier
SSO

CTG = CICS Tiansaction Gateway

{ User signs on once
{ Credential transformed {TAMeb ¢ WAS ¢ RACF)J




Question 2. Common security architecture and network models(16 marks)
Question 2.1 Using the given figure, explain IT security processes and subsystems

MANAGE
ACCESS
CONTROL

MANAGE MANAGE
IDENTITIES AND INFORMATION
CREDENTIALS FLOW

MANAGE
SCHUITTION
INTEGRITY




Question 2.2 Using the given figure, explain how security fits into the enterprise:Graphic
representation of network zones, transport classifications, and their level of trust
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Question 2.3. Using the given figure, explain management zone, high availability, and

load balancing

Mo components should be
deployed irran uncontrolied
network. It is also generally
unsafe for components to
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another across an
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Question 3 Common Criteria and The MASS methodology (16 marks)
Explain the following functional classes of requirements of The Common Criteria :

_ Security audit

_ Cryptographic support

_ User data protection

_ Identification and authentication

_ Management of security functions



_ Privacy

_ Component access

_ Trusted path or channel

Question 4.Directory technologies How security fits into the enterprise(16 marks)

Question 4.1. Using the given figure, explain directory client/server interaction
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Questiond4.2 Using the given figure, explain Tivoli Directory Integrator architecture
overview
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Question 4.3. Using the given figure, explain a general data integration environment
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Emp No:1234
Last Name: Kent
First Name: Clark
Title: Reporter

Tel: 555-5555 Bidirectional
City: Metropolis entry and
e attribute

flows

User Name: Clark KentiMetropolis
Domain: DailyPlanet

MailServer: PPXXXX
Mail:kclark@dailyptanet.com

Enterprise directory

Last Name: Kent

First Name: Clark

Title: Reporter

Reperts to: Perry White

Tel: 555-5565

City: Metrapolis

netesiD: Clark Kent/ietropolis
Mail: kclark@dailyplanet.com
Password: fig

NT

/ ; 4

/ Appl \

Domain | | Specific |

4

Directory Z Directory

/

UserlD: clarkk
Password: ifl9
serverlD: yyd1
Group: reporter

iD: ckent
Password: ji9
Role: user
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Question 5. Access Manager core components (16 marks)
Question 5.1 WebSEAL transparent path junctions

Junctions
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Authorization
Engine:
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Question 5.2 Access Manager for .NET SSO: how Access Manager provides SSO in a
Microsoft .NET environment.

Legend

ASP.NET App
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Question 5.3 Increasing availability and scalability: Server replication to increase
availability
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Question 6 Information security technical terms (10 marks)
Explain the following terms briefly:
*audit
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*authentication

*firewall

*identity management

*key management

*Lightweight Directory Access Protocol(LDAP)
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*proxy

*Sarbanes-Oxley Act

*single sign-on (SSO)

*Web Services Security (WS-Security)

Question 7 Choose to explain one of the IEEE Security and Privacy papers on
Electronic Voting (10 marks)



