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Question 1. (25 marks)

A) Explain the purposes and uses of the public and private keys when
used to generate and use a Cryptographically Generated Address
(CGA).

[10 marks]
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B) What is the procedure followed by a node that receives a CGA and

needs to validate the authenticity of the address.
[10 marks]

C) After a CGA has been validated, explain what the validating node

now knows, and what it does not know.
[5 marks]
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Question 2. (10 marks)

In the design of Mobile IP, a mobile node, while away from its home
network, is assigned two addresses: the Home Address, and a Care of

Address.
Explain the requirements in the design of Mobile IP that led to this design
choice.
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Question 3. (15 marks)

When it was determined that IP version 4 would not have sufficient
addresses for future Internet requirements, it became clear that a new
protocol would be needed, in which many more addresses would be
available. (This is what became IPv6.)

However, it was also clear that developing and deploying this new protocol
would take considerable time, and it was clear that IPv4, as it was being
used, would not continue to have sufficient addresses to remain viable until
[Pv6 was ready.

The way that IPv4 addresses were assigned and used was changed, which
has allowed IPv4 to continue to be useful, long after it would have otherwise
have failed.

Explain what was changed, and how that has prolonged the effective life of
[Pv4.
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Question 4. (10 marks)

A) What are the technical, and practical, differences between the TTL
header field in IP version 4, and the Hop Count header field in IP

version 67
[S marks]

B) Why was this field changed as described in your answer to the

previous part of the question?
[5 marks]
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Question 5. (10 marks)

A new protocol is to be designed, containing some number of options, and
allowing for new options to be created in the future.

The designers of the protocol propose to use a single octet (byte) to number
the options (far less than 100 are assumed to ever need to be defined).

They also propose to allocate numbers from 1 to 127 for “‘standard” options,
and from 128 to 254 for user (or vendor) created (private) options. (Option 0
is reserved, and 255 is to be retained to provide a method of extending the
option number space if that is ever required.)

Give the reasons you would use to support, or to oppose, this proposed
design.

You should ignore all issues other than the question of option numbers — that
is, assume that the rest of the protocol design is perfect...
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Question 6. (10 marks)

A) Explain why IP fragmentation should be avoided wherever possible.
[4 marks]
B) How do nodes avoid use of TP fragmentation?
[3 marks]
C) Despite the reasons for avoiding use of IP fragmentation, it is still

sometimes required. Explain the circumstances when fragmentation

cannot be avoided.
[3 marks]
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