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Abstract 

Digital Video is very essential to surveillance system. However 

digital video is easy to modify that decrease trust of surveillance system. 

Video Authentication can use to increase trust of surveillance system and 

make digit video can use as evidence in law court. Video Authentication 

make a signature for each video from relative DCT coefficient between 

blocks in each frame of video. This system can clearly veriz5, video in 

case of insert, remove, reorder frames in video. In case of modify frame 

or compressed video the result is unclear upon acceptance percent 

..threshold). 

Keywords: image processing, video authentication, surveillance system 
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Reply-To: krisdacm©hotmail.com  
To: "Mr.Teerasak Kroputaponchai" <tkroputa©gmail.com> 

Dear Mr.Teerasak Kroputaponchai 
Affiliation: Prince of Songkhla University 
Paper ID: 1099 
Title: 5tuun-151.1uficum-imilualmihmaegilad-n,quna'a\n\nli.1 

The ECTI-CARD 2014 Technical Program Committee has completed the review process, and we are pleased to 
inform you that the manuscript listed above has been ACCEPTED for presentation. Congratulations! 

Information on many aspects of ECTI-CARD 2014 are available on the conference web site 
httr - ,cticard2014.ecticard.org  and more will come very soon. The conference information will be updated shortly 

to in,iude the full technical program. 

NITTcluded in this e-mail are the reviewers' comments on your paper. Please revise your paper according to 

reviewers' comments. 

Also importance! The final manuscript MUST BE LIMITED to only 4 pages for research paper and 2-4 pages for 
innovation paper. Violating this limit WILL cause your paper being unpublished. 

The final manuscript MUST be uploaded to the http://ecticard2014.ecticard.org  web site ONLY by April 1, 2014. 

We do not accept any submission by e-mail or any other way. 

CRITICAL INFORMATION: At least one author MUST REGISTER for the conference at a REGULAR rate before 
April 1, 2014. Note that ONE regular registration will cover only 2 PAPERs. Failure to do so will result in removal 
of the paper from the Technical Program and proceedings. Additionally, the paper MUST be presented at the 
conference by one of the authors. You can make a payment of registration by following the instruction shown on 
the ECTI-CARD 2014 website. 

Ag: 	congratulations and we look forward to welcoming you to the ECTI-CARD 2014. 

Technical Program Chair 
Asst. Prof. Dr. Uthen Kamnarn 

General Secretary 
Asst. Prof. Dr. Krisda Yingkayun 
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In experimental section 
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Abstract 

Personal health record is a system that stores 
individual health related information. The Secure 
Personal Health Record Framework (SPHRF) is 
proposed recently to manage the personal health 
records. This project focuses on developing an 
auditing module to monitor the SPHRF process 
without the knowledge of the health information of the 
SPHRF members. The main idea is to monitor the 
activities of its members inside the SPHR system in 
order to detect simple security threats including 
multiple logins, repeated fail logins, logins from 
multiple locations, unauthorized accesses, and 
incorrect orders of transactions. Even though the 
project is developed to extend the SPHRF, the idea in 
this project can be applied to other systems as well. 

Keywords: Personal Health Record, Auditing, Security, 
Monitoring. 

1. Introduction 

Preventive healthcare is increasing in its popularity 
nowadays due to the increase in the health care cost. 
Personal Health Record (PHR) [1] is an idea to 
promote the preventive healthcare. PHR is a system 
that stores the health related information of an 
individual. Typical information in the PHR includes 
medical history, personal diseases, allergic reactions, 
laboratory results, mental health information, physician 
diagnostic results and recommendations [2-3]. Because 
of the sensitivity of the data stored in the PHR, the 
PHR management system, typically provides a security 
mechanism to encrypt the information before uploading 
to the storage [4-8]. 

Secure personal health record framework (SPHRF) 
[9] has been proposed recently in order to provide a 
framework to manage the PHR information securely. 
This work focuses on designing and developing the  

external auditing module for the SPHRF which is 
lacking in the original SPHRF. The main idea of the 
proposed module is to monitor the transactions in the 
SPHRF without the knowledge of the health 
information stored in the system. The objective of the 
proposed module is to monitor the activities of the 
SPHRF members inside the system in order to detect 
simple security issues. 

The remaining of this paper is organized as follows. 
Section 2 describes the proposed method. Section 3 
shows the experimental results. Section 4 provides the 
conclusion. 

2. Proposed Module 

The proposed external auditing module aims to 
detect five simple security issues of the SPHF. The five 
issues include multiple logins, repeated fail logins, 
logins from multiple locations, unauthorized accesses, 
and incorrect orders of valid transactions. The module 
collects the data from each module of the SPHRF and 
analyzes the collected data in order to assist the system 
administrator for further investigations. 

The SPHRF contains several modules in order to 
accomplish the task of managing the PHR securely. 
Each module will communicate with other modules in a 
pre-defined format. By separating each module, the 
SPHRF is flexible for changing or improving of any 
module or technique. For example, the user authority 
module is responsible for managing the users in the 
system. If the user authentication method is changing 
the user authentication module can be replaced by the 
new module. As long as the new authentication module 
uses the same communication format, the rest of the 
system can still communicate with the module. The 
proposed external auditing module collects the data 
from each module in the SPHRF in order to analyze the 
security issues as shown in Figure 1. 



Figure 1: The overview of the proposed module 

According to Figure 1, the proposed module collects 
data from each part of the SPHRF and the system 
administrator views the auditing information from this 
module. To reduce the transactions between the 
auditing module and the SPHRF, the proposed module 
will request the information from each part of the 
SPHRF and store in the local database for analysis. 
The data format collected in the module is shown in 
Table 1. 

Table 1: Data format 

Field Details 
ID Unique identifier 
Date Date the incident occurs 
Username Username information 
Part SPHRF module 
Action Details of the incident such as 

login, logout, access 
Result Result of the action such as 

success, fail, warning, error 
IP Address IP address of the user 
Location Time zone 

According to Table 1, the data collected from each 
part of the SPHRF contains the date, username, the 
SPHRF module, the action conducted, the result of the 
action, the IP address and the time zone of the user 
during the incident. Each incident record • will be 
assigned a unique identifier in the field called ID. 

To detect the multiple logins of the same user, the 
proposed auditing module keeps the information of the 
active users in the system. When a user conducts a 
login transaction, the proposed auditing module will 
check the login information against the list of active 
users. If the same user is currently in the system then 
the login is denied. The incident is then stored in the 
auditing storage. 

To detect the repeated fail logins, the proposed 
auditing module collects all fail login attempts of each 
user. The original SPHRF limits the fail login attempt 
to three. Once, the user has three fail login attempts the 
user must report to the system administrator for  

approval before he can login to the system again. An 
additional feature provided by the proposed auditing 
module is storing the incident in the auditing storage. 

To detect an incorrect order of transactions, the 
proposed auditing module checks a set of transactions 
against a set of valid transactions. The limitation to this 
idea is that the valid order of transactions must be pre-
defined in the system. However, the flow of transaction 
in the SPHRF is simple. As such, the flow of valid 
transaction can be easily defined. For example, the user 
must login to the system before uploading the PHR 
information; or the user permission must be checked at 
the policy management module before her can 
download any PHR information. 

To detect the login from different locations, the 
proposed auditing module detects the location of the 
user during the login period. If the user location is too 
far from the location of the previous login within a 
certain period of time, the login transaction is defined 
as a security warning level. The incident is then stored 
in the auditing storage. The period of time uses in this 
project is the time zone difference. For example, the 
user logins to the system from'Thailand and then the 
same user logins to the system from Japan an hour 
later. This incident will be labeled as an issue because 
the time difference between the two countries is 2 
hours. There is no transportation that can transport a 
person from one time zone to another time zone by 
using less time than the time difference between the 
two locations. However, this method does not work 
with the location in the same time zone. For example, 
the user logins to the system from Songkhla, Thailand 
and then the same -user logins to the system from 
Bangkok, Thailand an hour later. This scenario will not 
be detected by the proposed method because both 
locations are of the same time zone. 

The last issue is the invalid transaction. That is the 
user is trying to access the area that he does not have 
the permission. The original SPHRF already designed 
to handle this incident by denying all invalid 
transactions of an unauthorized person. However, the 
original SPHRF does not store the incident information 
for a record or further analysis. This part is performed 
by the proposed auditing module. 

Furthermore, the proposed external auditing module 
can display the auditing information in various formats 
such as the overall number of incident during a certain 
period of time and the number and types of incident 
each user has conducted during a certain period of 
time. 

In addition, the proposed external auditing module 



allows the system administrator to define the threshold 
value of each issue in order to perform appropriated 
response. For example, the system will deny an access 
of a user if he conducts three consecutive fail login 
attempts. This way, the system administrator can define 
the sensitivity of each issue differently and the system 
can response to each incident differently as well. 

3. Experimental Results 

The proposed external auditing module is developed 
and tested on the features of detecting the five types of 
security issues described previously. The experimental 
results show that the proposed module can perform the 
tasks correctly according to the design in all cases. 
Figure 2 shows the summary reports of the auditing 
information after the evaluation period. The color of 
each record indicates how serious the incident is 
according to the system administrator settings. In this 
case, red refers to the most serious type; orange refers 
to a warning state; green refers to an incident that is 
previously warning or serious but it is now normal; 
blue refers to normal. 
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Figure 2: Details of all incidents 

Figure 6: Incident during a certain period of time 

In addition to the details of each incident shown in 
Figure 2, the summary of incidents grouped by incident 
types is also available as shown in Figure 3. The 
overall status of the users in the system is also available 
as shown in Figure 4. The status here is defined by the 
system administrator. For example, the person who 
conducts three consecutive fail login is marked as 
"Fault user". The system administrator may needs to 
investigate further into this person action in the system. 

Furthermore, the details of each user incident are 
also available as shown in Figure 5. The system can 
also filter the incident information of a particular user 
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Figure 3: Summary of all incidents 



during a certain period of time to display as shown in 
Figure 6. According to Figure 6, the graph only 
displays the number of each incident type during each 
minute of the selected hour of a certain date. The graph 
can show the information during each hour of the 
selected date or during each day of the selected month 
as well. 

4. Conclusions 

An external auditing module is proposed in this 
project as an extension to the secure personal health 
record framework. The proposed module is developed 
as an external unit to collect transaction data from each 
part of the SPHRF without the knowledge of the health 
information stored in the system. The collected data 
will be analyzed in order to detect five simple security 
issues in the system. The five security issues include 
multiple logins, repeated fail logins, logins from 
multiple locations, unauthorized accesses, and incorrect 
orders of valid transactions. 

The experimental results show that the proposed 
system works according to the design. There are two 
limitations to the proposed module. First, the module 
requires the set of correct orders of transactions in 
order to detect incorrect orders. Second, the module 
uses the time zone differences to define a period of 
time for detecting the invalid logins from different 
locations. Therefore, the locations from the same time 
zone will be viewed as the same location. 

Even though the project is focusing on developing 
the auditing module for the SPHRF, the idea of thus  
project can be applied to other systems. 
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. -Good work of some importance 
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Originality: Novelty : 
-Combined existing methods for better performance and/or cost 

Readability: Readability and organization : 
-Basically well written 

Award: Award Recommendation: Is this paper suitable for an award : 
-Yes 

Strengths of the paper: 

Weaknesses of the paper: 

Comment for paper improvement: 
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® Author Registration In order to confirm the presentation slot at the conference and the paper publication in the proceedings, each paper accepted paper must 
have at Least one author registered as regular registration by 6th June 2014. Any paper that does not have at Least one author registered by 6th June 2014 will be 

withdrawn from the conference proceedings. A regular registration normally covers the publication of only one accepted paper. However, it is possible that additional 

accepted papers associated with the same author get some reduction according to the below policy. 

Accepted papers (by the same Author) 	First Paper 
	

Second Paper 
	

Third Paper 
	

The Rest Papers 

One Paper 	 Regular Registration 

Two Papers 	 Regular Registration 	Student Registration 

Three Papers 	 Regular Registration 	Student Registration 	Student Registration 

Four Papers or More 	 Regular Registration 	Student Registration 	Student Registration 	Free 

Student registration and free registration apply to students only. Proof of studentship, either a student ID or a document endorsed by their Professor or Head of 

Department must be provided for the approval by the Registration Chair. Please also note that this policy only applies to the case that all the papers have been 

submitted using the same corresponding account of the main author. Therefore, please plan your paper submission well beforehand. 

Fail to do so means that you would have to register the papers with regular registration first and send a letter of explanation to the Registration Chair 
(registration@itc-cscr2014.org) by June 6, 2014 in order to claim for the reduction later. In this case, the reduction will be paid back to you at the conference site 
only. 

rci,  Registration Fees 

Category 
	

Early Bird Registration By 6 th  June 2014 	Standard Registration After 6 th  June 2014 

Overseas (USD) 
	

Overseas (USD) 

Regular Registration 500 600 

Student Registration 240 280 
• • 	• 	• 

Additional Banquet Ticket 50 50 
• 

Additional Welcome Reception Party Ticket 35 35 

All types of registration include the access to all sessions, coffee breaks, and conference program. Welcome Reception Party and Banquet are free for registered 

participants with regular or student registration only. The registered authors will automatically receive a 1-year ECTI Membership or 1-year ECTI Membership 

Extension if they have already been ECTI members. 

(6) Payment Methods 
Prior to the conference dates, the conference accepts payment by credit cards and bank transfer. Only cash payment will be accepted for 

on-site registration. 

Cancellation and Refund Policy In order to cancel your registration, please notify the secretariat in writing. Refunds will be made only if the cancellation is done 
by 6th  June 2014 with a processing fee of USD 100 (THE 2000). No refunds will be made after 6th  June 2014 or in case of no shows. Should you have any question 

regarding the registration, please contact the Registration Chair (registration@itc-cscc2014.org). 
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